Riley Safer Holmes & Cancila LLP
EU Privacy Notice

What is the scope of this Notice?
This Notice describes how Riley Safer Holmes & Cancila LLP (“RSHC”) collects and uses your
Personal Data in accordance with the European Union General Data Protection Regulation
(“GDPR”). For the purposes of applicable data protection laws in the European Economic Area,
including the GDPR, RSHC will be a data controller of Personal Data collected by us (“Data
Controller”). As the Data Controller, RSHC is committed to protecting your privacy rights by
making sure that your Personal Data is kept secure and making certain decisions about how to
use and protect your Personal Data, but only to the extent that we have informed you about the
use or such use is otherwise permitted by law.
If you have questions regarding this Notice or our use of your personal information, please
contact privacy@rshc-law.com. For additional information on RSHC’s collection and use of
Personal Data, please see our Privacy Policy.
How does RSHC obtain Personal Data?
RSHC may obtain your Personal Data in multiple ways. In many instances, we obtain your
Personal Data directly from you and with your express consent. In other instances, we may
obtain your Personal Data from a third party, such as our clients, advisors, government agencies,
or publicly available records.
We may also passively collect personal information about users of our website over time and
across different websites when you use this website or service.
What Personal Data does RSHC collect?
We collect and use different types of Personal Data, such as:
•
•
•
•
•

Name
Address (work and home)
Email address (work and home)
Telephone number (work, home, and mobile)
Organization/Job title

If you use our website, we may also collect information about the browser you are using. Our
web server may store your IP address and domain. We might track the pages you visit on our
website. We might look at what site you came from or what site you visit when you leave our
website. We collect this information using tools described in our Privacy Policy.

How does RSHC use Personal Data?
We use Personal Data in connection with the legal services we provide to our clients. The legal
basis for processing this data will generally either be your express consent or our legitimate
interest to provide legal services to our clients.
We also use Personal Data outside of the direct provision of legal services in the following ways:
•

To send industry updates and marketing communications. The legal basis for processing
this data will generally either be your express consent or our legitimate interest to provide
you with the information you need and services you request and to efficiently
communicate with our client where you are the contact person for our client.

•

To register for events and send event-related materials. The legal basis for processing this
data will generally either be your express consent or our legitimate interest to enable
attendance at our events.

•

To obtain and maintain current contact data for our records. The legal basis for
processing this data will generally either be your express consent or our legitimate
interest to ensure the integrity of our contact records.

How is Personal Data shared?
Personal Data may be used by our partners and staff members for the purposes described above
or other accounting or administrative purposes. Personal Data may also be shared with our
business partners and third parties who perform services on our behalf. We may also share
Personal Data with government agencies or investigative bodies if requested or to comply with a
court order or subpoena.
How long will Personal Data be retained by RSHC?
RSHC will retain Personal Data for as long as necessary to fulfill the purposes for which it was
collected, including any legal, accounting, or reporting requirements unless a longer retention
period is required by law or requested by you. We consider the amount, nature, and potential risk
of harm from unauthorized use of the Personal Data and whether we can achieve such purposes
through other means when determining the appropriate retention period for Personal Data, along
with any applicable legal requirements.
Where does RSHC store Personal Data?
Our sites are generally operated in the United States. If you are located outside of the United
States, any information you provide to us will be transferred to the United States.

What are your rights under the GDPR?
To the extent that your Personal Data is protected by the GDPR or equivalent European data
protection legislation, you may have certain individual rights. Key rights include the following:
•

Access to your Personal Data. You may request a summary or copy of your Personal
Data that is retained or processed by RSHC.

•

Object to Processing of your Personal Data. You have the right to object to the
processing of your Personal Data if you believe it impacts your fundamental rights and
freedoms. In some cases, we may override your right to object if we have compelling
legitimate grounds to process your Personal Data that override your claimed rights and
freedoms.

•

Rectification of your Personal Data. You may request that RSHC update your Personal
Data if it is inaccurate or incomplete.

•

Erasure of your Personal Data. You may request that RSHC erase your Personal Data
from our systems. Please note that this may not always be possible due to our legal
obligations.

•

Withdraw consent to Process your Personal Data. Where processing is based on your
consent, you may withdraw your consent at any time. This will not affect the lawfulness
of any processing carried out before your withdrawal of consent. Furthermore,
withdrawing your consent may affect our ability to provide certain products or services to
you.

•

Restrictions on Use. You may request that we restrict the processing of your Personal
Data (other than storing it) if: (1) you contest its accuracy; (2) you believe the processing
is against applicable law; (3) you believe we no longer need your Personal Data for the
purposes for which it was collected, but you still need your Personal Data to establish,
exercise or defend a legal claim; (4) you have objected to or withdrawn consent to the
processing of your Personal Data, and we are verifying whether our legitimate grounds to
process your Personal Data override your stated individual rights. To the extent that we
override your right to restriction, we will inform you where such exemption applies or
where the restriction is no longer available.

You also have the right, at any time, to lodge a complaint about the processing activities of your
Personal Data by us with applicable data protection authorities. We would appreciate the
opportunity to address your concerns before you approach any authorities.
Further information on your rights and exceptions to those rights is available from applicable
data protection authorities, such as the United Kingdom Commissioner’s Office
(https://ico.org.uk), Der Bundesbeauftragte für den Datenschutz und die Informationsfreiheit
(http://www.bfdi.bund.de), and Commission Nationale de l’Informatique et des Libertés
(http://www.cnil.fr).

If you would like to exercise any of these rights with regard to your Personal Data, please email
us at privacy@rshc-law.com.
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